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HEE. BEOREMKASHWE S —T—ITICAHRLEENYDOF K ER X1 T1
BHETY,

EEXFOMLER PC(LLTF, B PC)MNZEMRIBERTILOI7ICRREL. KEED C2 H—/N\
*1Tc2.hacker.com ] ERIEZL TLNH I EAHIBALFEL =,

B PC DAEVAA—DEMBEMLIZET A, 2017 &£ 10 B 7 B (1) 11:51:23 [, FEI7 AL
[ C:¥Users¥user01¥Desktop¥ &K EYsvchost.exe IDEEEIL, C2 H—/\EBELTULV=C&
AFIBALELT=,

BEPC DTARIAA—VFRZALTAEBHIL BRERRAZHELTZELY,
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TARDAA=DIE AV TUMERE ., BAERAY—ILIFTK Imager Lite IZEENLEFLE
L7=,
B PC M OS (&, Windows7 SPO 32bit iR TY,
B PC (&, A—F5—YTrELTI Thunderbird & FIFAL TULVET , £, [EME-fiREVIREL
TlLhaplus IDMEEEERTE TI U RAM—ILENTLET,
BE.EERAT RE TARVA A= oRBITRERT — A0 AMEL-TEBRT 1Y
A A=D1 TY  ITFANVRATLLANILTHERT HE — 8. ZB OO FIFEBENENG
WEBRDHYET DT, I T HRKZELY,

%1 C2H—/\(Command & Control H—/\) SERIEERTILOIT7IZHESEHTH—/Y,



EE1 FALSAVEIT

iR R R A

B2 PC TIX. 2017 F 10 A 7 B(X)11:51:23 2, FE T 71 )L C:¥Users¥user01¥Desktop
¥ FE K E¥svchostexe INEREIL THEY . CORZIMHAT, BRERRE LGS AMDES
f-AIREMELHYFET,

BHIETzE. BEPC DTARIA A=A LAV EERL. ROBRATHRIEI7AILH
EBL-RZMEDIRRZRAET S EELFEL,

® TOEREBORBAC. TOCRIMERTH5—BI7MIILEE BRE PC DIREREE

HRITEAFEMY LD,
@ Tsvchost.exe IDIEMI, RELEIT7AILITLELD,

B2 PC DT AARIA*—UT7A JLIdiskimage.dd]Z . log2timeline D[ filestat |/ \—H—TfE
ML AV TUMEEL-ABTHAM2017F 10 A 7 B (£)0:00~24:001DEA LF( %
EREL TLIZELY,

RIZAERBRLIZZALSA o, FET7AILITC:¥Users¥user01¥Desktop¥ SEREYsv
chost.exe INNEEILT-B5%ITHS2017 & 10 A 7 H () 11:51:23) DEHT 1 HEITEEL.
RD2mEHERELTIZELY,

@ Tsvchost.exe ILMNDAELTOY 5L (exe) DIT7AILE

@ FIAEIRELTW TSN HDITRT S L%

Ff-. LEEOHERBERZHEFER | BRERREZHBIL TS,

[(EEAT—4]
TAILA . ¥Seminar¥lLab02¥
J74IL: diskimage.dd

EIR=EGPN

D FBELZTOTSLDIT7AIL4E (svchost.exe LIS DED)
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EE10fFEH

plaso(log2timeline) D lfilestat |/ \—H—FF AL T, TARIA A—FBTLET,

(##2)
fRER Tl . Windows kRl plaso ver.1.5.11%&C:¥work¥ I/ AM—ILLTULVET , &

BOREIZEHOE T, AV VREPITHILE REBEHRABZ TS,
RERIZHITHATRANFITIE. SMEBEBHAANTIXFEEZEBITEEHE LTHY
9,

1. EEHET—A[diskimage.dd]%. plaso #A 2 A—JLLT=T4 LA (C¥work) [ZAE—LFET,

2. aAvRURTOVTRERREIL., plaso ZAVAM—ILLT=04 I F IZHEEILET,

Microsoft Windows [Version 10.0.15063]
(¢) 2017 Microsoft Corporation. All rights reserved.

C:¥Users¥ctf>cd ¥work

C:¥work>

3. log2timeline M[filestat ]/ \—H—%E4TL . plaso storage FEFTDI=HDHMT7AIL, BT
BITIE. Tdb.plaso]ELNST7AILR) FERLET
ATURETICRY., FET7A I db.plaso | HBMERENFET

C:¥work>log2timel ine —parsers filestat db.plaso diskimage.dd
Checking availability and versions of dependencies
[0K]

Source path : G:¥work¥diskimage. dd
Source type . storage media image

Processing started.
2017-10-15 21:11:17,216 [INFO] (MainProcess) PID:6704 <engine> Preprocessing detecte

d platform: Unknown
2017-10-15 21:11:17,216 [INFO] (MainProcess) PID:6704 <extraction_frontend> Setting

timezone to: UTC
Worker_00 (PID: 8528) - events produced: 204 - file: TSK:/Users/user01/AppData/Local
/VirtualStore - running: True

(LLTRR)




4. psort AWURIZELY ., BfET7 A )L db.plaso I ISR A LTA 2 (EFTHITIL, timeline.txt) &
ERLET
HMERERTITRA LAV T HE HANBRGEIZES=H. (VI TUMS
FALT=M2017 £ 10 A 7 B 0:00~24:00 | DEAR DA LA DHMBLET
TE. HIEOEEE. UTCUREM REF) TIRET ARENHYET , UTC (L, [ B KREFHE
— IEEITHELEY,

C:¥work>psort -z Japan -o tin -w timeline.txt db.plaso “date < "2017-10
-07 15:00:00" and date > '2017-10-06 15:00:00" “

Processing completed

sekokskskskskokskskskskskekskokskokskekskrskskskokoksrkskskokkokk - CouNter sekskskekskskskoskskekokskskskskokokskskskskokskskskskskokskskskskkokok

Events filtered : 3450
Events processed : 2646

5. {ERENT=2A LFM U timelinetxt1ZTF AT TR ETHEEL. Isvchost.exe |D A
(2, YRR F M exe IDT7AIL D HENERELET
DHEER . 11:51:18 [Z[ /Users/user01/Desktop/ ERE/FER
TS LMMEBRSNTNSIENINYET,

O

exe | ELVDTEL

ltimeline.txt INKRFE (ROT<THE=HIT—BMILTHYET)

11:51:18; atime; TSK:/Users/user01/Desktop Type: directory
11:51:18; crtime; TSK:/Users/user01/Desktop/ $ERZE Type: directory
11:51:18; ctime; TSK:/Users/user01/Desktop Type: directory
11:51:18; mtime; TSK:/Users/user01/Desktop Type: directory

11:51:18; atime; TSK:/Users/user01/Desktop/ FERE/FERE exe Type: file
11:51:18; crtime; TSK:/Users/user01/Desktop/ SERE/FERKE exe Type: file

11:51:19; atime;  TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file
11:51:19; crtime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file
11:51:19; ctime;  TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file
11:51:19; mtime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file
11:51:21; ctime; TSK:/Windows/Prefetch/LHAPLUS.EXE-537CE22B.pf Type: file

11:51:21; mtime; TSK:/Windows/Prefetch/LHAPLUS.EXE-537CE22B.pf Type: file

11:51:23; atime; TSK:/Users/user01/Desktop/ FEKE Type: directory

11:51:23; atime; TSK:/Users/user01/Desktop/ £&5RE/svchost.exe Type: file

11:51:23; crtime; TSK:/Users/user01/Desktop/ £&5RE/svchost.exe Type: file

11:51:23; ctime; TSK:/Users/user01/Desktop/ FERE Type: directory
11:51:23; ctime; TSK:/Users/user01/Desktop/ £5RE/svchost.exe Type: file
11:51:23; mtime; TSK:/Users/user01/Desktop/ FERE Type: directory

11:51:23; mtime; TSK:/Users/user01/Desktop/ £53RZE /svchost.exe Type: file
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6. BlEHE. M LTAM U Mtimelinetxt 1T X AT TR ETHEELET,
EERF T pflDT7 A JLIK Prefetch 77 ILEREENZED T, AT S LEBEDH LZ 10
BEICBEBMNICERSNDEDTT,

HEBDHER ., A*—)LY TN Thunderbird.exel, & & U EHg - f2HE Y I Lhaplus.exe ] Pref
etch Z7MILABEFHINTHY. BEILIZZEN S MUET, £z, [Thunderbird |D—F 77
AILERDNDT7AILLEBIERINTOAIEN MY ET,

CDIEMND AV TUMNKEDER., FIAEE. A—ILYTrERAL, TORICIEHE -7
BYIREFIALATREMDA HHEHBITEET,

ltimelinetxt I (RYOITTH=HIC—HBMILTHYES)

11:50:36; ctime; TSK:/Windows/Prefetch/ THUNDERBIRD.EXE-EDED9AF7.pf Type: file
11:50:36; mtime; TSK:/Windows/Prefetch/ THUNDERBIRD.EXE-EDED9AF7.pf Type: file

11:51:02; atime; TSK./Users/user01/AppData/Local/ Thunderbird/Profiles/omwzcbfddefautt/cache2/entries/8E387515A7A123BA8B378492B58
678044C774031 Type: fle

11:51:02; crtime; TSK/Users/user01/AppData/Local/ Thunderbird/Profiles/omwzcbfd default/cache2/entries/8E387515A7A123BA8B378492B5B
678044C774031 Type: fle

11:51:05; ctime; TSK/Users/user01/AppData/Roaming/ Thunderbird/Profiles/ormwzc6fd default/Mail/maillocaldomaininvalid/Inbox Type: file

11:51:05; mtime; TSK/Users/user01/AppData/Roaming/ Thunderbird/Profiles/ormwzc6fd default/Mail/maillocaldomaininvalid/Inbox Type: file

11:51:10; ctime; TSK/Users/user01/AppData/Local/ Thunderbird/Profiles/omwzcbfd default/cache?/entries/SE387515A7A123BA8B378492B5B
678044C774031 Type: file

11:51:10; mtime; TSK/Users/user01/AppData/Local/ Thunderbird/Profiles/omwzcbfd default/cache2/entries/SE387515A7A123BA8B378492B5B
678044C774031 Type: file

11:51:10; atime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/addonsjson Type: file

11:51:10; crtime; TSK:/Users/user01/AppData/Roaming/ Thunderbird/Profiles/omwzc6fd.default/addons json Type: file

11:51:10; ctime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/addonsjson Type: file

11:51:10; mtime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/addonsjson Type: file

11:51:18; atime; TSK:/Users/user01/Desktop Type: directory

11:51:18; crtime; TSK:/Users/user01/Desktop/ SERE Type: directory

11:51:18; ctime; TSK:/Users/user01/Desktop Type: directory

11:51:18; mtime; TSK:/Users/user01/Desktop Type: directory

11:51:18; atime; TSK:/Users/user01/Desktop/ FERE/FFERE exe Type: file

11:51:18; crtime; TSK:/Users/user01/Desktop/ FERE/FFERE exe Type: file

11:51:19; atime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file
11:51:19; crtime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file
11:51:19; ctime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file
11:51:19; mtime; TSK:/Users/user01/AppData/Roaming/Thunderbird/Profiles/omwzc6fd.default/downloadsjson Type: file

11:51:21; ctime; TSK:/Windows/Prefetch/LHAPLUS.EXE-537CE22B.pf Type: file
11:51:21; mtime; TSK:/Windows/Prefetch/LHAPLUS.EXE-537CE22B.pf Type: file

11:51:23; atime; TSK:/Users/user01/Desktop/ 5KZE Type: directory
11:51:23; atime; TSK:/Users/user01/Desktop/ £5KZ /svchost.exe Type: file
11:51:23; crtime; TSK:/Users/user01/Desktop/ £55KZ /svchost.exe Type: file
11:51:23; ctime; TSK:/Users/user01/Desktop/ S5KZE Type: directory
11:51:23; ctime; TSK:/Users/user01/Desktop/ £55KZ /svchost.exe Type: file
11:51:23; mtime; TSK:/Users/user01/Desktop/ S5KZE Type: directory
11:51:23; mtime; TSK:/Users/user01/Desktop/ 553K 2 /svchost.exe Type: file




7. BIEHEE. AMLSA U Ttimelinetxt IZT X AT T (AL ETHERLET,
HERDHER . 11:51:33 (2, [FERE exe /D Prefetch Z7 A ILHAER SN TWSIEMD, [
KE . exel. [svchostexelld. Z7A/ILIERBHEED 10 A1 THS 11:51:23 [TEITSNTI=EE

AbNES,

ltimelinetxt I (RHOITTH=HIC—HBMILTHYES)

11:51:28;

ctime; TSK:/Windows/Prefetch/SEARCHPROTOCOLHOST.EXE-AFAD3EF9.pf Type: file

11:51:28; mtime; TSK:/Windows/Prefetch/SEARCHPROTOCOLHOST.EXE-AFAD3EF9.pf Type: file
11:51:28; ctime; TSK:/Windows/Prefetch/SEARCHFILTERHOST.EXE-AATATFDD.pf Type: file
11:51:28; mtime; TSK:/Windows/Prefetch/SEARCHFILTERHOST.EXE-AATATFDD.pf Type: file
11:51:28; ctime; TSK:/Windows/Prefetch/EXPLORER.EXE-7A3328DA.pf Type: file

11:51:28; mtime; TSK:/Windows/Prefetch/EXPLORER.EXE-7A3328DA.pf Type: file

11:51:33; atime; TSK:/Windows/Prefetch/5& 3K = EXE-B5754C28.pf Type: file

11:51:33;
11:51:33;
11:51:33;

crtime; TSK:/Windows/Prefetch/ 553K & .EXE-B5754C28.pf Type: file
ctime; TSK:/Windows/Prefetch/ 553K & .EXE-B5754C28.pf Type: file
mtime; TSK:/Windows/Prefetch/55 3K &.EXE-B5754C28.pf Type: file

11:51:33;
11:51:33;
11:51:33;
11:51:33;

atime;  TSK:/Windows/Prefetch/SVCHOST.EXE-BA96ATBE.pf Type: file
crtime; TSK:/Windows/Prefetch/SVCHOST.EXE-BA96ATBE.pf Type: file
ctime; TSK:/Windows/Prefetch/SVCHOST.EXE-BA96ATBE.pf Type: file
mtime; TSK:/Windows/Prefetch/SVCHOST.EXE-BA96ATBE.pf Type: file

8. CETORERREZTHRIICEBELTHET,

A HELEER

20174108 7H A—)LY T Thunderbird.exe IDEREIL 1=,

11:50:26 [fR#0]
Prefetch Z7A)LIE. TOTSLEEDH KZ 10 HERIZER-F
FEINBIEMS ., [/Windows/Prefetch/ THUNDERBIRD.EXE-ED
ED9AFTpf IDYERK B THA2017 £ 10 B 7 8 11:50:36 0D
10 BETTad s LnEHL-bDEEZLND,

11:51:02 A— )L IR Thunderbird 1ZF|FHL TL =,

(4R #]

[Thunderbird |DF ¥y 177 ILEEDREIRSN TLNSTHIL
AT /Users/user01/AppData/Roaming/Thunderbird/ IR D T 7 A
JILAMERC-BEFI SN TSI EM S, [Thunderbird JZFIFALTLY
f2DEEZLND,

11:51:11

[E#E - f&E Y I M Lhaplus hN#2EIL 1=,

[4R#0]

Prefetch 774 JLT /Windows/Prefetch/LHAPLUS.EXE-537CE22
BofIDER B THAHM2017 F 10 A 7 B 11:51:2110 10 F#[
[C7RISLABELI-EDEEZLND,




11:51:18 Lhaplus [Z&KYEHT7AILONEEESH., [/Users/user01/Deskto
p/ EERE/ERE exeIDNMERENT=,

(4R #0]

Lhaplus (&, ZIP %2 EDEME I 7A IV ERLKE TRIMTICIEHE

T7AIVERIBDITAHITEERL. BFT 5,

R4 LA TI&. Lhaplus DEENERIC. TRIMYT(ZTH LS
ETFAIDMER SN TSI EN DS, EMBI7MILABREINTZ

LFDEEZLND,

11:51:23 REIFAIERE exeINEITEN, TOERIC C2 H—/1\&

BI{ELTUL I =Tsvchost.exe IMEITENTLVS,

CDTEMD, [FERE exellFFO—F—HETHY. I'svcho
stexe |Z{ER - RITLI-RIBEMENHDEEZOND,

9. BALFAUBMOERERFER . BREFREELT. ROFBEREERDIENTEET,
FAEN, FEA—IWICHET7AIN SN TR I 7 IV EREF LI=ZE T, Lhaplus
DTFRIMTICTAH I TEREIZERL., ERET7MILEREL -,
FABEBNTEREIEBMSIN T IERE exe IEEITLT,

MFERBexelld. AV O—RGEETHY. ATHILFITERBIRIER T ILD T Tsvchos
texe |ZER-FEITLT=,
BHE.FALSAVNIDIE, RYITTREA—ILIZZEL TV EONIMETEEEA. S
%, BEPC DA—ILITFAINOA—IILY—/DOT DR, FIRE~DOBETRYRAERLE
EITOWBELNHYET

3] & 151
D FELHTOTSLDT7AILE (svchostexe LIS DED)
/Users/user01/Desktop/ FERE/FERE exe

@ FIABEMMEELTW IS HETRT I LA
Thunderbird.exe. Lhaplus.exe

(R RE D H#A]
FIREDTBA—IDRMI7AIVIERE exe IEFAE LIz EITEYREELT,




